_ UBND THANH PHO HAI PHONG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phiic

$6:1327 [STTTT-BCVT Hdi Phong, ngay 19 thang6 nam 2024
Vv nang cao cong tac bao dam an toan thong tin
mang trén dia ban thanh pho.

Kinh guri:
- Cac co quan Pang thanh phé;
- Cac co quan Trung wong to chirc theo nganh doc;
- Céc So, ban, nganh;
- Cac Quan uy, Huyén uy, UBND céac quan, huyén;
- Cac don vi sy nghiép thanh phd;
- C4c t6 chirc chinh tri, x& hoi, doanh nghiép.

Thuc hién cac nhiém vu theo chi dao cua Uy ban nhan dan thanh phé tai Ké
hoach s6 200/KH-UBND ngay 17/7/2024 vé viéc Trién khai thuc hién Quyét dinh
s6 964/QD-TTg ngay 10/8/2022 ctia Thi tuéng Chinh phu vé viéc phé duyét Chién
lugc An toan, An ninh mang quéc gia, chu dong tng pho véi cac thach thirc tir
khong gian mang dén nim 2025, tim nhin 2030 tai thanh phé Hai Phong; Vian ban
s6 812/UBND-KSTTHC ngay 12/4/2024 cia Uy ban nhan dan thanh phé vé viéc
tang cuong bao dam an toan thong tin mang (guri kem theo).

Pé nang cao cong tac bao dam an toan théng tin mang trén dia ban thanh
phd, nhan thac bao dam an toan hé thdng théng tin, phé duyét hd so dé xuét cap
do, gan nhan tin nhiém mang, trién khai mang truyén sé liéu chuyén dung (chay
IPv6 mét sé 1:ng dung: Hgi nghi truyén hinh, ma déc tdp trung,..).

S¢ Thong tin va Truyén thong dé nghi cac co quan, don vi quan tam, trién
khai thuc hién mot s6 ndi dung sau:

1. Xay dung HO so d& xuat cap do theo hudng din tai Thong tu so
12/2022/TT-BTTTT ngay 12/8/2022 ctia B6 Thong tin va Truyén thong trinh cap
c6 tham quyén phé duyét theo quy dinh.

2. Xay dung ké hoach, b tri nguén luc, kinh phi dé to chirc tap huan, kiém
tra, danh gia an toan thong tin d6i vai cac he théng thong tin chua thuc hién kiém
tra, danh gia dinh ky (tol thiéu 01 lan/02 nam doi véi hé thang Cap do 1, Cap do 2,
toi thiéu 01 Ian/Ol ndam déi véi hé thong cap do 3); Kip thoi khic phuc céc ton tai,
15 hong dlem yéu nham phong ngura cac su cb tan cong mang, dac biét 1a cac hé
théng cung cap dich vu truc tuyén cho nguoi dan va doanh nghiép.

3. Xay dung ké hoach kinh phi, t6 chtc dién tap thuc chién an toan théng tin
doi voi cac hg thong thdng tin thudc pham vi quan ly theo chi dao tai Chi thi s6
18/CT-TTg ngay 13 thang 8 nam 2022 vé day manh trién khai cac hoat dong g
ctru su ¢b an toan thdng tin mang Viét Nam va Ké hoach sé 200/KH-UBND ngay
17/7/2023 caa Uy ban nhan dan thanh phé (it nhat 01 1an/01 ndm).

4. Thyc hién xay dung ké hoach Ung phé sw ¢ ddi véi céc h¢ thong thong
tin thugc pham vi quan ly. Kip thoi cap nhat phuong an xtr ly su ¢o twong ng véi
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loai sy co/hinh thirc tan cong mang, dac biét 1a cac phuong 4n tng pho sw ¢ doi
V6i nguy co tan cong mad doc/md hoa tong tien (ransomware), tan cong chiem
quyeén dieu khién, thay doi giao dién,...

5. Tang cuodng giam sat va san sang cac phuong an xu ly khi phat hién c6
dau hiéu bi cai cam, khai thac, tin céng mang; dong thoi thuong xuyén theo doi
kénh canh bao cua cac co quan chirc nang va cac to chirc 16n vé an toan théng tin
dé phat hién kip thoi cac nguy co tan cong mang. Thuc hién dang ky trén hé thong
Tin nhiém mang cua Trung tdm Giam sat an toan khdng gian mang quéc gia
(NCSC) tai dia chi https://tinnhiemmang.vn/.

6. Trién khai mang truyén sd liéu chuyén dung theo Quyét dinh sb
08/2023/QD-TTg ngay 05/4/2023 cua Thu tuéng Chinh pha vé Mang truyén sé liéu
chuyén diing phuc vu cac co quan Pang, Nha nuéc; Ké hoach sé 72/KH-UBND ngay
23/3/2022 cua Uy ban nhan dan thanh phd vé viéc trién khai Mang truyén so liéu
chuyén ding trén dia ban thanh phé Hai Phong. Thuc hién kiém tra, chuan bi cac diéu
kién, trang thiét bi, nang cép mang ndi by, thuc hién két nbi hé théng mang ndi bo
v6i hé thong mang truyén sé liéu chuyén dung thanh phd chay IPv6, trudc mit dua
mét s6 tng dung nhu: Hoi nghi truyén hinh, mé doc tap trung,..).

S¢ Thong tin va Truyén thong cir dong chi Hira Song Toan, chuyén vién
phong Buu chinh - Vién Thong, DT: 0913.246.622 1a dau moi phoi hop, trao doi
thong tin.

Tran trong./.

Noi nhdn: KT. GIAM POC
- Nhu trén; A A o

- UBND TP (dé b/c); FHO GIAM DOC
- GD, PGD L.V.Kién;

-Luu: VT, BCVT.

- Lé Vian Kién


https://tinnhiemmang.vn/

Phu luc 1
DANH SACH CAC PON VI NHAN VAN BAN
(Kém theo Céng van sé ISTTTT-BCVT ngay [/ /2024
cia So Thong tin va Truyén thong)

STT

TEN PON VI

Khoi cac co quan quan ly nha nwéc truc thuéc Uy ban nhan dan thanh pho

1. | Vian phong Hoi dong nhan dan va Poan dai biéu Qudc hoi
2. | Van phong Uy ban nhan dan thanh phd
3. | S¢ Cong thuong

4. | S6 Giao duc va DPao tao

5. | S¢ Giao thong van tai

6. | S¢ Ké hoach va Dau tu

7. | S& Khoa hoc va Cong nghé

8. | S6 Lao dong - Thuong binh va Xa hoi
9. | S6 Ngoai vu

10. | S&é Noi vu

11. | So Nong nghiép va Phat trién nong thon
12. | S¢ Du lich

13. | S¢ Tai chinh

14. | S¢ Tai nguyén va Moi truong

15. | S¢ Théng tin va Truyén thong

16. | S& Tu phap

17. | S& Vin hoa va Thé thao

18. | S6 Xay dung

19. SO Y te

20. | Ban quan ly khu kinh té




21. | Thanh tra thanh phd

22. | Quy Phong, chong thién tai thanh phd Hai Phong

23. | Ban Chi huy Phong, chong Thién tai va Tim kiém ctru nan thanh phd
Hai Phong

24. | Quy bao vé va Phat trién rimg

25. | Ban An toan giao théng

26. | Van phong Diéu phoi xay dung nong thon méi thanh pho

Quan iy, Huyén ay, Uy ban nhan dan cac quan, huyén

1. | Quan Ngd Quyén

2. | Quan Hang Bang

3. | Quan b6 Son

4. | Quan Duong Kinh

5. | Quan Kién An

6. | Quan Hai An

7. | Quan Lé Chan
Huyén An Duong

9. | Huyén Cat Hai

10. | Huyén An Léo

11. | Huyén Tién Léng

12. | Huyén Thuy Nguyén

13. | Huyén Vinh Bao

14. | Huyén Kién Thay

15. | Huyén Bach Long V¥

Khoi cac co quan quan ly nha nwée Trung wong déng trén dia ban thanh

phé

1. | Bao hiém x4 hoi thanh phd




2. | Bo Chi huy Quén sy thanh phd
3. | Bo Chi huy Bo doi bién phong Hai Phong
4. | Chi nhanh Ngan hang nha nu¢c Hai Phong
5. | Cong an thanh phd
6. | Cuc Thué thanh pho
7. | Cuc Hai quan Hai Phong
Cuc Thong ké
9. | Cuc Thi hanh an dan sy thanh phd
10. | Vién kiém sat nhan dan thanh pho
11. | Toa 4n nhan dan thanh pho
12. | Cuc Quan ly Thi truong
13. | Kho bac Nha nuéc

Khéi cac co quan Pang thanh pho

1. | Van phong Thanh uy

2. | Ban Noi chinh Thanh uy
3. | Ban Tuyén giao Thanh uy
4. | Ban Dan van Thanh uy

5. | Ban To chac Thanh uy

6. | Uy ban kiém tra Thanh tuy
7. | Bao Hai Phong

Khéi cac don vi sw nghiép thudc Uy ban nhan dan thanh phé

1. | Vuon Qudc gia Cat Ba

2. | Truong Pai hoc Hai Phong

3. | Pai Phat thanh va Truyén hinh Hai Phong
4. | Truong Cao ding K§ thuat Hai Phong
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5. | Truong Cao dang Y té Hai Phong

6. | Truong Cao dang Kinh té Hai Phong

7. | Quy Pau tu phat trién Hai Phong

8. | Nha Xuét ban Hai Phong

9. | Ban Quan ly du 4n Phét trién d6 thi va Pau tu xdy dung cong trinh dan
dung

10. | Ban Quan Iy dy an dau tu xay dung cac cong trinh giao thong Hai
Phong

11. | Ban Quén Iy dy an Pau tu xay dung cong trinh Nong nghiép va Phat
trién néng thon

12. | Ban Quan 1y dy 4n Pau tu xay dung ha tang d6 thi va Khu kinh té, khu

cong nghi¢p Hai Phong

To chirc chinh tri, x4 hoi

1. Uy ban Mit tran T quéc Vié‘g Nam thanh phé
2. | Lién doan Lao dong thanh pho
3. | Poan Thanh nién Cong san Ho6 Chi Minh thanh phd
4. | Hoi Nong dan thanh pho
Hoi cyu chién binh thanh phd
6. | Hoi Lién hiép Phu nit thanh pho
7. | Lién Minh Hop tac xa Doanh nghiép
8. | Lién hiép cac Hoi Khoa hoc K¥ thuat thanh pho
9. | Hoi chir thap d6 thanh pho

Doanh nghiép nha nuéc do Chii tich Uy ban nhin dan thanh pho ky Quyét

dinh thanh lap
1. | Cong ty TNHH MTV Khai thac cong trinh thuy lgi An Hai
2. | Cong ty TNHH MTV Khai thac cong trinh thuy loi BDa B
3. | Cong ty TNHH MTV Khai thac cong trinh thuy loi Thuy Nguyén




7

Cong ty TNHH MTYV Khai thac cong trinh thuy loi Tién Lang

Cong ty TNHH MTYV Khai théac cong trinh thuy lgi Vinh Bao

Cong ty TNHH MTV X6 s6 Hai Phong
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