SO GIAO DUC VA PAO TAO HAI PHONG

CUOQC THI KHOA HOQC Ki THUAT CAP THANH PHO
DANH CHO HOQC SINH TRUNG HQC NAM HQC 2025-2026

Tén dw &n: HINH THANH KY NANG SONG CHO HOQC SINH THCS
NHAM PHONG TRANH BAT COC ONLINE TRONG KI NGUYEN SO 4.0

Linh vuc dw thi: Khoa hoc xa héi va hanh vi

Loai du an: Dy an khoa hoc X Du an Ki thuét []

Ma du an:

Hai Phong, thang 11 nam 2025




MUC LUC

NOI DUNG

TRANG

I. CAU HOI NGHIEN CUU

1. Li do chon dé tai

2. Cau héi nghién ctru

3. Van dé nghién ciru

4. Y nghia ciia du an

II. THIET KE VA PHUONG PHAP NGHIEN CUU

1. Thiét ké dv an nghién ciru

2. Phwong phap nghién ciru

3. Thu thap, phan tich va giai thich dir liéu

3.1. Quy trinh nghién ctru
3.2. Két qua nghién cuu

3.2.1. Két qua nghién ciru li ludn

3.2.2. Két qua nghién ctru thue tién

a. Két qua nghién ciru tir phwong phap quan sat

b. Két qua nghién ctru thong qua phiéu khio sat

4. Mot sb giai phap nham han ché nguy co...

4.1. Giai phap 1

4.2. Giai phap 2

43. Giai phap 3

4.4. Giai phap 4

I1l. THU'C HIEN: THU THAP, PHAN TiCH VA GIAI THIiCH
DU LIEU

RPIRPO OO IOIOTOOTRRWWWWWNIFPIFPIRFP P

N

1. Két qua dat dwoc sau khi thue nghiém cac giai phap 12
2. Panh gia, két luan khoa hoc vé cAu héi nghién ctru, vin dé | 14
nghién ciru, y nghia cua du an

2.1. Cau hoi nghién clru 14
2.2. Van dé nghién ctru 14
2.3. Y nghia cia dy 4n 15
IV. TAI LIEU THAM KHAO 15




|. CAU HOI NGHIEN CUU
1. Li do chon deé tai

Thoi dai cong ngh¢ 4.0, Internet va mang xa hoi mang lai nhiéu co hoi hoc
tap, két ndi va giai tri cho hoc sinh, nhung ciing tiém 4n khong it nguy co nhu lira
ddo, xAm hai va bét coc qua mang.

Thuc té cho thdy, hoc sinh THCS sir dung Internet thudng xuyén nhung
con thiéu ky nang s6 dé nhan dién rui ro va tu bao vé ban than, khién cac em dé
trg thanh muc tiéu cua ké x4u. Trong khi d6, ndi dung gido duc Vé k¥ nang sb va
an toan mang trong truong hoc con han ché, hoat dong tuyén truyén chua thuc su
hiéu qua va gin véi thyc tién.

Xuat phét tir thuc tién d6, nhom nghién cu manh dan lua chon dy an
nghién ctu: “Hinh thanh k§ nang séng cho hgc sinh THCS nham phong tranh
bat coc online trong ki nguyén sé 4.0”. Dy an khong chi mang tinh cap thiét trong
giai doan hién nay ma con gop phan vao viéc xay dung moéi trudng hoc duong an
toan, gidp hoc sinh chu dong va ban Iinh hon trong viéc tham gia vao khéng gian
mang mot cach tich cuc va an toan.

2. Cau héi nghién cau

- Hoc sinh THCS hién nay c6 nhan thirc va k§ nang sé nhu thé nao trong viéc tu
bao vé ban than trudc nguy co bat coc online?

- Nhiing k¥ nang s6 nao can thiét giup hoc sinh THCS phong tranh bat coc online
trong boi canh cong nghé phét trién nhanh chéng?

- Lam thé nao dé gido duc KNS sé cho HS THCS nhan dién, phong tranh va
trng pho hiéu qua voi nguy co bat coc online trong ki nguyen so

- C4c yéu t6 nao anh huong dén viéc hinh thanh ky niang s6 cho hoc sinh THCS
trong linh vuc an toan thong tin?

3. Vién dé nghién cieu

3.1. Van dé nghién cu

Tim hiéu vé k¥ nang s6: khai niém, vai trd va cac ky niang co ban can co
trong thoi dai s6. Phén tich thyc trang sir dung thiét bi cong nghé va mitc d6 nhan
thirc cua hoc sinh THCS vé nguy co bat coc online. Xéac dinh thyc trang k¥ néng
s6 cua hoc sinh THCS trong viéc nhan dién va phong tranh cac nguy co bat coc
online. Nang cao nhan thirc va kién thirc cho hoc sinh vé cac nguy co tir khong
gian mang. Hinh thanh va phat trién k§ nang sb thiét yéu cho hoc sinh, gilp céac
em biét cach sir dung céng nghé an toan va hiéu qua. Muc tiéu 1a dé xuat, xay
dwng va thuc nghiém thanh cong mot chwong trinh giao duc KNS tich hep
nham nang cao kha niang nhan dién, tmg phé va phong tranh nguy co bat coc
online, gop phan phéat trién ning luc tw phong vé va tu duy an toan mang cho
hoc sinh trong béi canh cdng nghé 4.0.

3.2. Tinh méi, tinh sang tao ciia vin dé nghién ciru.

a. Tinh m0’1

Du an tiép can mot vén dé xa hoi hién dai tir géc dp gido duc ky nang S0
mdt nguy co moi no6i trong moi1 truong mang — hién tugng bat coc online - mot
dang t01 pham cong ngh¢ mai.

Doi twong nghién civu cu thé va mang tinh thuc tién cao: tap trung vao
hoc sinh THCS, Itra tu6i bat dau sir dung Internet manh mé& nhung con thiéu ki



nang tu bao v¢&, 1a nhoém dé bi ton thuong nhat Viéc hinh thanh k¥ nang s6 phu
hop v6i dac diém tim ly — nhan thic lira tudi thé hién sy méi mé trong cach tiép
can giao duc an toan mang.

Ddp irng yéu cdu ciia thoi dai Cong nghé 4.0: du an gin véi myc tiéu
chuyen (101 s0 trong gido duc, gitip hoc sinh khong chi “str dung cong ngh¢” ma
con biét song an toan, thong minh trong moi truong s6. bay la huong di moi, phu
hop véi Chién luge qudc gia vé phat trién cong dan sd ciia Viét Nam giai doan
2025-2030.

b. Tinh sang tao

Két hop giiva gido duc ky ning song va gido duc cong nghé sé: dy an
khong chi day hoc sinh “cach dung Internet an toan”, ma xay dung hé thong ky
nang sb cot 16i (nhan dién rui ro, kiém chung thong tm bao mat ca nhan, phan
g khan cap khi gip nguy hiém online...). Bay la sy tich hop sang tao gitra giao
duc cong nghé — dao dirc — k¥ nang sdng trong cling mdt chuong trinh.

Phwong phdp trién khai sdng tao, ldy hoc sinh lam trung tam: c6 thé dung
trd choi nhap vai, video tuong tac, hodc tmg dung hoc tap sb gitip hoc sinh tu phat
hién va xir Iy tinh huéng nguy hiém. Cach 1am nay tao ra méi trudng hoc tap chu
dong, hap dan, khac han vai 16i tuyén truyén kho khan truyén thng.

Tao mé hinh gido duc an toan s6 mang tinh vrng dung cao: md hinh nay
c6 thé duge mo rong va nhan rdng cho cac truong khac, tao gia tri tng dung thuc
té va bén vimg.

Tang cwong két néi copng dong: dy an co thé huy dong sy phéi hop gitra
nha truong — gia dinh — co quan an ninh mang — t6 chtrc x3 hoi trong viéc phong
tranh to1 pham online, thé hién tu duy lién két hé sinh thai gido duc sd, mot hudng
tiép can sang tao va hién dai.

4.Y nghia

Du én “Hinh thanh ky nang séng cho hgc sinh THCS nham phong tranh
bat cdc online trong ki nguyén sé 4.0” mang y nghia thiét thwe va nhén van siu
sdc. Trong bdi canh xa hoi dang chuyén minh manh mé theo hudng sé hoa, viéc
g1do duc hoc sinh biét sir dung Internet an toan, thong minh va c6 trach nhiém tré
thanh yéu cau céap thiét. Dy an khong chi gitip hoc sinh ndng cao nhén thirc va
ky ning tw bdo vé bin than truée cac hinh thic lira déo, du dd, bit coc qua mang
ma con gop phan xdy dung cong din sé an toan, tich cwe va vin minh. Thong
qua cac hoat dong hoc tap trai nghiém, tro choi twong tac va mo phong tinh hudng,
hoc sinh dugc rén luyén tw duy phdn bién, kha ndang nhdn dién nguy co va irng
xi phu hgp trong moi truong mang.

Vé mit xa hoi, du an gop phan gidm thiéu riii ro tdi pham cong nghé lién
quan dén tré em, ting cudng su phdi hop gitta nha trudng — gia dinh — cong dong
trong cong tac bdo v¢ tré trén khong gian mang.

Vé mat gido duc, du an déi méi phwong phdp day hoc, tich hop lién mon
giita Tin hoc, Gido duc cong dan va Hoat dong trai nghiém, qua d6 néng cao chit
luong gido duc toan dién.

Dac biét, du an cO tinh trng dung va nhédn réng cao, c6 thé trién khai &
nhiéu truong hoc khac nhau, gop phan hinh thanh méi trudng hoc duong sé an
toan, than thién, khong chi mang lai lgi ich cho hoc sinh hdm nay ma con ddt nén



ting cho thé hé cong din Viét Nam tw tin, ban linh, trach nhigm trong ky
nguyén so.
1. THIET KE VA PHUONG PHAP NGHIEN CUU
1. Thiét ké du an nghién ciu
- Pbi twong nghién ciu: HS khéi 6,7,8,9 trudng THCS....
- Thoi gian nghién ciu: 03 thang tir thang 8/2025 dén thang 11/2025.
- Pham vi nghién citu: Nghién ciu ki ning sé ctua hoc sinh trong phong tranh
cac nguy co bat coc online, vai trong tdm 1a nhan thire, thai ¢6 va hanh vi khi sir
dung mang xa hoi, nén tang chat, game truc tuyén.
2. Phwong phap nghién ciru
- Phwong phap nghién ciru Ii thuyét: phan tich, tong hop, h¢ thdng hoa va khai
quat hoa cac tai liéu sach béo, tap chi ... lién quan dén van dé mang x4 hoi va bat
coc online.
- Phwong phap nghién ciru thie tién:
+ Phwong phdp quan sdt: quan sat thuc t& nham nhan dién céc biéu hién, hanh
Vi va mirc d6 nhan thiic cua hoc sinh THCS vé nguy co bét coc online, tir d6 ddnh
gia hiéu qua cua cac giai phap gido duc k¥ ning séng duoc &p dung. Phuong phap
quan sat duoc st dung ca sau khi thuc nghi¢m giai phap.
+ Phwong phdp diéu tra bang bang héi - phiéu khdo sat: Mdi khach thé tham
gia tra loi bang hoi trén ung dung web Google forms & nha hoic bat cir dau véi
phuong tién la may tinh/ laptop/ dién thoai mot cach doc 1ap.
+ Phwong phdp phong vén sau: Ghi chép nhanh nhiing cau tra 1oi caa khach thé
dugc phong van bang may ghi am mini, quay video,... Thong tin thu thap dugc bd
trg vé thyc trang tac dong tiém an ctia mang xa hoi dén bat coc online ma bang
hoi khéng thu thap hét duoc.
- Phwong phap thuc nghiém: Xay dung chuong trinh ngoal khoa/ky nang
séng/gido duc cdng dan 16ng ghép cac ndi dung vé k§ nang sé va phong tranh bat
céc online.
- Phuwong phap thu thap va xir |i dir liéu bang wng dung web Google Forms:
Xt ly s6 lidu sau diéu tra bang bang hoi, xuat so liéu theo ti 18 phan trim va trung
binh cong, 13 co s cho danh gia thuc té, rat ra két qua nghién ciu chinh xéac va
khach quan.
3. Thu thap, phan tich va giai thich dir liu
3.1. Quy trinh nghién ctru
Nghién ctru dugc tién hanh qua 3 giai doan chinh:

Giai doan 1 — Chuan bi va Tién thwc nghiém:
- Nghién cau ly thuyét va xac dinh bo KNS cét I8i can can thiép.
- Thiét ké bo cdng cu khao sat trén Google form va tién hanh khao sat ban dau dé
xac dinh mac d6 nhan thac/ky nang.
- XAy dyng chi tiét cac mo-dun giai phép.

Giai doan 2 — Trién khai Can thiép:
- Thuc hién dong bo 4 nhém giai phap da thiét ké trong thoi gian tir tuan 2 thang
9.
- Lién tyc diéu chinh va toi uvu héa cac giai phap

Giai doan 3 — Panh gia va Tong két (Hau thuc nghiém):



- Tién hanh khao sat (Post-test) bang b cong cu tuong duong vai Pre-test.
- Phan tich, so sanh dit liéu va dua ra két luan khoa hoc.
3.2. Két qua nghién ciru
3.2.1. CHUONG I: KET QUA NGHIEN CUU LI LUAN
a. Co sé ly thuyét
a.1. Khai niém ky ning so

K¥ nang s6 (Digital Skills) 1a tap hop cac ndng luc gilp ca nhan co thé su
dung hiéu qua cac cong cuy, thiét bi ky thuat s6, cong ngh¢ thong tin va truyén
thong (ICT) dé hoc tap, 1am viéc, giao tiép va giai quyét van dé trong moi trudng
SO.

a.2. Khai niém bat cdc online

Bat coc online (online kidnapping) la ke xau loi dung c4c nén tang cdng
nghé s6 nhu mang x& hoi, tng dung nhan tin, trd choi truc tuyén hoic cac trang
web khong an toan dé tiép can, lira gat, du dd hoic de doa tré em va thanh thiéu
nién, dan dén hanh vi bat coc trong doi thuc hodc khdng ché tinh than trén khéng
gian mang.

a.3. Mot so hinh thic pho bién caa bit coc online hién nay gom:

- Gia mao tai khoan mang x4 hoi dé tiép can hoc sinh;

- Du db hoc sinh tham gia cac nhdm tro chuyén kin, moi di gap mat;

- Loi dung nhitng trao luu (trend) gdy to mo dé tiép can nan nhan;

- Str dung phan mém gia tiéng ngudi than (deepfake voice, video) dé Itra dao.
a.3. Cach t|ep can giao duc k§ ning 50

Mot s6 cach tiép can chinh trong gi4o duc k§y niang sé:

Céch tiép cdn nang lwc (competency- -based approach). Cach tiép can nay
tap trung vao viéc phat trién nhimg néng luc cot 161 cho ngudi hoc trong moi
truong sb. Cac nang luc bao gom:

+ Nang luc str dung cdng nghé sb.

+ Nang luc théng tin sé.

+ Nang luc truyén thong sb

+ Nang luc tu bao vé trén moi truong mang.

Céch tiép can tich hep (integrated approach). Thay vi day k¥ ning s6 nhu
mot mon hoc doc 1ap, cach tiép can tich hop cho phép gido duc ky niang sb gan
lien véi cac moén hoc khac (Ngir van, Pia li, Gido duc cong dan, Tin hoc...) va
trong cac hoat dong trai nghi¢m.

Céch tiép cdn dua trén vin dé thuc tién (problem-based approach). bay
la cach tlep can giup hoc sinh ren luyén ky néng so thong qua viéc giai quyét cac
tinh hudng, van dé cu thé nhu: cach xac minh ngudn tin trén mang, cach bao mat
thdng tin ca nhan, ang pho khi gap 16i moi két ban tir nguai la, hoac khi bi de doa
online.

a.4. Tam ly hia tudi hoc sinh THCS trong méi truong so

Hoc sinh trung hoc co s¢ (THCS), thudng trong do tudi tir 11 dén 15, dang
trong giai doan phat trién tam sinh Iy manh mé, dé bj tac dong boéi moi truong
xung quanh, dic biét 1a méi truong s6. Cac ban td mo, ham kham phéa va dé bi
thu huat béi thong tin méi la, dac biét la thdng qua mang xa hoi, tro choi truc
tuyén va cac nén tang video nhu YouTube, TikTok. Tinh to mo nay khién cac ban



dé tiép can nhirng noi dung khéng phd hop hoac tré thanh muc tiéu cua cac doi
tugng xau trong khdng gian mang.

Bén canh do, kha nang tw nhan thirc va phan tich thong tin ctia HS con
han ché. Céac ban c6 xu huéng tin vao nhitng gi bat mét, hap dan, dé bi thuyét
phuc boi cac hinh anh hodc 161 moi goi du dd, tir d6 ting nguy co bi hra dao hodc
dan du vao cac tinh hUOng nguy hlem nhu bat coc online. Ngoai ra, nhu cau két
ndi, thé hién ban than va mong mudn dugc cong nhan, dé bj anh hwéng béi ban
bé va trao lwu mang, thiéu k¥ ning tw bio vé va ing pho véi nguy co trén
mang va dé bj ton thwong vé mit tdm ly 1a nhiing 1i do dé khién hoc sinh bi bat
cac online.

3.2.2. CHUONG II: KET QUA NGHIEN CUU THUC TIEN
a. Két qua nghién ciu tir phwong phap quan sat

Tién hanh quan sét trén dién rong ddi véi tat ca hoc sinh thudc cac khéi 16p
ctia Truong THCS..., chiing em nhén thay: da s6 hoc sinh thuong xuyén sir dung
dién thoai thong minh may tinh bang va mang xa hoi nhu Facebook, Zalo, TikTok
dé tro chuyén, choi game hodc chia s¢ thong tin ca nhan. Tuy nhién, nhiéu HS
chua y thirc duge nguy co tiém an tir viéc cong khai dir liéu, con thleu ky nang
nhan dién va phong tranh cac hanh vi du dd, lira dao online. Mot s6 hoc sinh dé
tin tuong nguoi la, chua biét cach thiét 1ap quyén riéng tu hay bao cdo tai khoan
dang ngo. Ngoai ra, thoi quen sir dung dién thoai qua nhiéu ciing 1am giam kha
nang tap trung va tuong tac truc tiép

Qua quan sat tong thé, ching em nhén thay viéc hinh thanh k¥ niang séng
va k¥ nang sd an toan 1a hét strc can thiét, giap hoc sinh nang cao y thirc tu bao
v¢, tranh rui ro tor khong gian mang va tré thanh nguoi dung Internet co6 trach
nhiém, an toan trong ky nguyén sb 4.0.
b. Két qua nghién ciu thong qua phiéu khao sat
b.1. Pwong link khao sat HS:
https://docs.google.com/forms/d/e/IFAIPQLSfCyC6xT1 B7d8sXnp3SbmaA
KEopY7TKuU9AXxV agrVgvEUA 6g/viewform
b.2. Két qua thong ké tir khao sat 200 HS (trwéc giai phap)
- Phwong phap khao sat: phat phiéu khao sat an danh (Google Form), két hop
phong van nhém nho.
- Béi twong khao sét: 200 hoc sinh THCS thudc céc khéi 16p 6 dén 9.
- Thoi gian: tir thang 8/2025 dén thang 11/2025
- Cong cy: Bang hoi thiét ké gom 16 cau hoi dong va mo, xoay quanh hanh vi,
th6i quen truc tuyén, hicu biét vé bat coc online va ky nang phan tng.

BANG SO LIEU KET QUA KHAO SAT (200 hoc sinh dugc khao sat)

Cau héi khio sat So ‘“"i’;;g chen
IC6 thiét bi két ndi Internet riéng [ 87% |
ISir dung Internet trén 3 gio/ngay [ 62% |
[Két ban vai ngudi la trén mang [ 49% |
‘Chia sé thong tin cd nhan cho nguoi la H 27% ’
Puoc nha truong huéng dan phong tranh bat coc online 21%



https://docs.google.com/forms/d/e/1FAIpQLSfCyC6xT1_B7d8sXnp3SbmaAKEopY7TKu9AxV_qrVgvEUA_6g/viewform
https://docs.google.com/forms/d/e/1FAIpQLSfCyC6xT1_B7d8sXnp3SbmaAKEopY7TKu9AxV_qrVgvEUA_6g/viewform

Cho rang nguy co bi bt cc online 1a nghiém trong 68%

|Khi duoc ra gap mat boi nguoi quen online: Bao nguoi 16n H 30% |
|...Tir chéi hoan toan [ 25% |
...Bdng y néu tin twéng [ 32% |
... TO mo thir gap [ 13% |

K&t qua khao sat nhan thirc va hanh vi vé nguy co bat coc online

C6 thiét bi két ndi Internet riéng 87%
St dung Internet trén 3 gio/ngay

K&t ban véi ngudi la trén mang

Chia sé théng tin ca nhan cho ngudi la

Puoc nha trudng hudng dan phong tranh bat céc online
Cho rang nguy co bi bat céc anline 12 nghiém trong

Bao ngudi lan khi dugc ri gép mat bai ngudi quen online
Tl chéi hoan toan |01 ri gap mat

Pdng y néu tin tudng ngudi dé

To mé thir gdp ngudi quen online

° * WT; hoc sinh cho:?%) % o
b.3. Xir li s6 liéu

Mtc do tiép can va st dung Internet: 87% hoc sinh c6 thiét bi két ndi riéng,
62% str dung Internet trén 3 gid/ngay. Diéu nay cho thiy cac em co kha nang truy
cap doc 1ap, thuén lgi cho hoc tap nhung ciing tang nguy co tiép can ndi dung tiéu
cuc néu thiéu ky nang phong v¢ so.

Rui ro dén tir viéc két ban va chia sé thong tin: 49% timg két ban voi ngudi
la, trong d6 27% chia sé thong tin c4 nhan, phan anh 15 hong 16n trong nhan thic
vé& an toan thong tin c4 nhan.

Thiéu sy chuan bi va huéng dan: chi 21% hoc sinh dugc nha truong huéng
dan vé& phong tranh bit coc online, phan anh su thiéu hut nghiém trong vé giao
duc an toan s trong nha trudng.

Nhan thite va hanh vi khi déi dién nguy co: Khi duoc ru gip mit ngudi
quen online, chi 30% bao ngudi 16n, 32% dong ¥ néu tin tuong, 13% td mo thi
gip. Ty 1é lva chon giai phap an toan thap, trong khi 45% van dong ¥ hodc td mo,
cho thay hoc sinh thiéu k¥ nang tu bao vé va tng phé véi nguy co bét coc online.
4. Mot sb giai phap nham han ché nguy co bit coc online trong ki nguyén sé
4.0
4.1. GIAI PHAP 1: “Pdi méi hoat dong tuyén truyén theo hwéng sang tao,
lay hoc sinh lam chi thé.”

a. Muc dich: tang cuong hiéu qua giao duc ky nang séng va ky néng an toan sO
cho hoc sinh THCS thong qua cac hinh thirc tuyén truyen sang tao, lay nguol hoc
lam trung tam. Chuyén vai tro cta hoc sinh tir nguoi tiép nhan sang nguoi kién




tao tri thuc.
b. Tién hanh thuc nghiém:

Giai phap duoc trién khai theo hudng “hec sinh 1am chii hoat ddng — giéo

vién dinh hwéng hd tro”. Nha truong va giéo vién phdi hop véi co quan chirc
nang, chuyén gia tam li... to chuc cac chuyén dé, dw &n nhé va hoat déng trai
nghiém sang tao, trong d6 hoc sinh dugc giao nhiém vu thiét ké, diéu hanh va
truyen thong ndi dung tuyén truyen nhu:
- T6 chitc c&c budi tuyén truyén- gido duc chuyén dé: An toan mang — tranh xa
bat coc online”. Long ghép ndi dung gido duc k¥ ning sbng, an todn mang vao
cac tiét sinh hoat 16p hoic mdn Gido duc céng dan, Tin hoc, Hoat dong trai
nghiém.

Cac hoat dong tuyén truyén- giao duc chuyén dé "An toan mang — tranh xa bat
coc online” cua nha truong
- Thiét ké tai liéu truyen thong truc quan. Lam to roi, infographic, video ngan
tuyén truyén vé dau hiéu nhan dién va cach phong tranh nguy co bat coc online.
Treo poster ¢ bang tin truong, 16p hoc va chia sé noi dung trén cac kénh noi bo
nhu website truong, fanpage doan — doi.

Lién d%i THCS Quang Trung - Ngo .-
Quyeéen - Hai Phong
1 gio -
D¢ Do DirHAY caAnh giac vdi bat coc online!
4
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BAT COC ONLINE
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La hinh thdc lira ddo. du A48 q
chiém long tin va dua tré em.

KHONG cung cép. chia sé
théng tin c& nhén cho ngudi la

KHONG di gép ngudi

quen qua mang khi
chua bao nguoi than

(@) =

2 A

Poster truyén théng bat coc online va chia sé noi

KHONG chip nhan loi moi
két ban tir ngui a, c4n nhic
Ki ludng trurac khi tham gia
céc hoi nhom trén mang x& hoi.

KHONG click véo dung link 2
4 tranh bj d4nh cdp d(r liéu,
dinh vi hodc cai phan mem theo ddi

KHONG gl anh, video riéng tu
& tranh bi ké x4u loi dung,
téng tién hoac theo doi.

KHONG im 12ng khi bi

quéy r6i, de doa. Béo ngay
cho cha me, thay ¢, cong an
hodc dudng day néng 111.

i dung trén fanpage doan — doi
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- T6 chitc cau lac bd hoc sinh véi chii dé “An toan mang- An toan cho em”.
Thanh 1ap nhém hoc sinh tinh nguyén tuy@n truyén vé cac tinh huéng nguy co va
giai phap phong tranh. T6 chic cac budi sinh hoat chuyén dé dinh ky dé chia sé
tinh hudng that, cap nhat phuong thuc lira dao méi.

Sinh hoat CLB “An toan mang- An toan cho em” tai truong
- Hwéng din ki ning thuc hanh. Day hoc sinh cach cai dit ché do riéng tu, chin
tai khoan la, bao céo hanh vi nguy hiém trén Facebook, Zalo, TikTok,...Huéng
dan hoc sinh cach tir chdi, t6 giac ngudi la c6 hanh vi bat thuong qua mang.
c. Két qua:
- V& nhan thitc: hoc sinh hiéu rd hon vé nguy co bat coc online, cac chiéu thuc
ltra dao, va y nghia cua viéc bao vé thong tin ca nhan.
- V& k¥ niing: cac em hinh thanh duogc k§ ning giao tiép an toan, ky nang tir chéi,
k¥ nang nhan dién nguy co, k¥ nang xu ly tinh hudng va tim kiém su hd tro khi
can thiét.
- V& hanh vi: hoc sinh ¢6 thai d6 than trong, &ng Xt van minh, biét tuyén truyén,
chia sé va giup do ban bé cung thuc hién hanh vi an toan mang.

Bén canh do, giai phap con nang cao ning luc s6 va tinh than cha déng
hoc tap cho hoc sinh; ting tinh hap dan, sang tao trong cac hoat dong giao duc
ky niang séng; dong thoi thie ddy vin héa hoc dwong an toan, nhan ai, chi
dong wng phd véi cac rii ro trong ky nguyén 4.0.

4.2. GIAI PHAP 2: Huwéng dan Hs xay dung tai liu truyén thong vé nguy co
va Ki ning phong tranh bit coc online

a. Muc dich: ning cao niing luc nhan thirc, K§ niing truyén théng va hanh vi
an toan sé cho hoc sinh THCS thdng qua viéc huéng dan cac em chu dong thiét
ké, san xuat va pho bién cac san pham truyén théng tap trung vao nguy co va k¥
nang phong tranh bat cc online.

b. Tién hanh thwc nghiém: Giai phap dugc trién khai theo mé hinh dao tao- san
xuat -kiém dinh- phé bién- danh gia, gém cac budc cu thé:

* Chuan bi: nha truong thiét 1ap bo khung noi dung (thong diép chinh, tiéu chi
an toan, nguon tham khao tin cay) va tiéu chi danh gia chat luong san pham; to
churc tap huan ngan cho giéo vién (gi4o vién chi nhiém, Tin hoc, To tu van) vé
huéng dan chuyén mén va phuong phap c6 van hoc sinh.
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* Pao tao hoc sinh: to chiic workshop cho hoc sinh vé kién thic an toan sd, ki
nang truyén thdng (storyboard, viét kich ban, phong van, quay phim, dung video,
thiét ké infographic, viét noi dung cho mang xa hoi), ki niang fact-checking va
quyén riéng tu sb.

* San xuat: phan nhdm hoc sinh theo dy an, mdi nhém 1én ¥ tuong, soan kich
ban, san xuat san pham, gido vién va chuyén gia (néu c6) phan bién, chinh sta
theo checklist khoa hoc va dao duc.

* Kiém dinh & phé duyét: nha trudong phdi hop véi can bo tu van, chuyén gia an
ninh mang hoic cong an phu trach phong chéng toi pham céng nghé cao dé ra
soat noi dung trudc khi phat hanh.

* Phg bién: trién khai chién dich noi bd (tuan 18 an toan mang, sinh hoat 16p, dién
dan hoc sinh), xuat ban trén kénh truyén théng cua truong (website, fanpage), va
t6 chirc minishowcase cho phu huynh, cong dong.

* Panh gia: thu thap dix liéu hoan thién san pham va rat kinh nghiém. Trong toan
bo qua trinh phai tuan thu cac quy 3 dao duc va an toan cho hoc sinh.

! , A _

Gi4o vién hudng dan hoc sinh xay dung tai liéu truyén théng

c. Két qua: Giai phap gop phan nang cao nhan thirc, ki nang va thay doi hanh vi
cua hs. Cu thé:

- Nhan thic: hoc sinh ¢6 hiéu biét chinh xac vé khai niém bat coc online, cac
chiéu thirc lra dao, biéu hién rai ro va cac kénh tro gitp dang tin cay.

- K§ niing: hoc sinh thanh thao k¥ ning truyén tai thong diép an toan mot cach
khoa hoc va thuyét phuc, biét &p dung k§ nang tir chdi, quan tri théng tin ca nhan
va kich ban xu ly khi gap rui ro.

- Hanh vi: ti 1& hoc sinh thuc hién cac hanh vi bao vé c& nhan trén mang (thiét
lap quyén riéng tu, khong chia sé dia chi/sb dién thoai, b4o cdo hanh vi nguy hiém
v6i ngudi 10n) ting 1én, ddng thoi tang ty & hd trg ngang hang khi ban bé gap rai
ro.

4.3. GIAI PHAP 3. Phat trién san pham cong nghé hé trg canh béao va nang
cao nhan thirc

a. Muc tiéu: thiét ké, phat trién va trién khai mot san pham cong nghé than thién,
phl hop véi lta tudi nham hd tro canh bao sém cac rai ro lién quan dén bat coc
online dong thoi nang cao nhan thac va kha nang phan ¢ing an toan cua hoc sinh
THCS.

b. Tién hanh thuc nghiém:
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* Tao Chatbot canh b4o nguy co bit coc online

Cong cu hd tre trién khai: cac nén tang: Zalo Mini App hoic Zalo OA sir dung
Zalo ZNS APl (qua nén tang BotStar, Harafunnel,...); Web: Dung Google
DialogFlow hoic Rasa tich hgp trén web truong

Giao dién twong tac don gian. Vi du doan hoi thoai:

Hoc sinh: C6 ngudi la nhan “giri hinh di” va bao s& ting thé game, ¢6 nén gi
khong?

Chatbot: X KHONG! Pay 1a dau hiéu cua hra dao tinh duc online. Khéng giri.
B4o ngay cho nguoi 16n. Ban ¢6 can hudng dan bao cao khong?

*Website/Tai khoan mang x& hgi “Canh giac cung ching em”

Hinh thac trién khai:

- Lap website don gian (hoic ding nén tang Google Site/Wix). Tén website:
canhgiaccungchuongem.site

(vi du) Chuyén muc chinh:

+ Chiéu trd can canh giac: Cap nhat cac thu doan pho bién.

+ 5 KHONG — 5 NEN: T6m tat ki nang phong tranh.

+ GAc phan tmg nhanh: Huéng dan cach bao céo/chin nguoi la.

+ S&ng tao cua chung em: Noi chia sé poster, video, anh chibi tuyén truyén.

+ Trac nghiém — thir tai canh giac: Cac bai quiz twong tac.

+ Goc tuong tac: Hop gop y/dat cau hoi cho chatbot/giao vién.

- Lap fanpage hoac tai khoan TikTok/Facebook/Instagram mang tén: "Canh giac
ciing ching em”. Piang bai ngan, meme, video hoat hinh, reels vui nhon nhung
canh bao hiéu qua. T6 chirc mini game: “Bit 16i nguy co — Nhan qua thong thai”,
“Gial mat ma an toan”,

- Phan céng nhiém vu hec sinh:

+ Nhom noi dung: Viét bai, thu thap tinh hudng thuc té.

+ Nhom thiét ké: Lam poster, infographic, video.

+ Nhom cong nghé: Duy tri website, tao chatbot canh bao.

+ Nhom truyén thdng: Quan ly fanpage, tra 1oi tuong tac.

Galaxy S20 FE

/-

Galaxy S20 FE

Giao vién huéng dan HS tao tai khoan mang x& hoi “Canh gic cung chung em”

c. Két qua: Giai phap gop phan nang cao ki ning tu bao vé ban than trén mai
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truong mang cho hoc sinh THCS; phét trién nang luc sang tao, céng nghé, lam
viéc nhom, truyén thdng. Tao san choi lanh manh — sang tao — mang y nghia xa
hoi sau sic. Pong thoi, san pham tro thanh kho tai nguyén truyen théng do hoc
sinh-nha truong quan 1y, gop phan lan toa vin hoa an toan sb trong trudng hoc va
cong ddng.
4.4. GIAI PHAP 4: Xay dwng kénh lién lac 3 chiéu: Nha truwong — Gia dinh —
Cong dong.
a. Muc tiéu: xay dung mot mang luéi lién két bén viing va twong tac da chiéu
giita nha trudng — gia dinh — cong ddng nham ting cudng hiéu qua gido duc ky
nang séng va nang luc ty bao vé caa hoc sinh THCS trong khéng gian mang.
b. Tién hanh thuc nghiém

Giai phap duoc trién khai theo 4 giai doan chinh, két hop gitta cong nghé
s6, hoat dong truc tiép va co ché quan ly cong dong.
* Giai doan 1: Khao sat & thiét 1ap hé thong. Tien hanh khao st KAP (Kién
thirc — Thai d6 — Hanh vi) cua hoc sinh, phu huynh, glao vién vé an todn mang va
phong tranh bt coc online. Lya chon nén tang s6 phu hop (Zalo OA, Google
form, Website truong) dé 1am cau ndi thdng tin ba chiéu. Thanh Iap Ban diéu phoi
kénh lién lac 3 chiéu, gom:
+ Dai dién Ban Gidm hiéu (truong nhom)
+ Gi4o vién chi nhiém / gi4o vién Tin hoc / Téng phu trach Doi
+ Pai dién Hoi Phu huynh
+ Dai di¢én Cong an phuong, Doan thanh nién, chuyén gia cong nghé (dbi tac cong
dong).
* Giai doan 2: Xay dwng ndi dung & quy trinh truyén théng
+ Thiét ké cac chuyén myc cé dinh trén kénh nhu: “Canh béo néng mdi tuan”
cap nhat tinh hudng lira d4o, du dd tré em qua mang; “K¥ nang séng s6” — hu:ong
dan hoc sinh thuc hanh an toan mang qua hinh anh, video ngén, infographic; “Goc
cha me thong thai” — chia sé bi quyét quan Iy, ddng hanh cuing con trén khong
gian mang; “Cong dong hanh dong” — lan téa nhiig guong tot, md hinh hiéu qua.
+ Xay dwng bg quy trinh phdn héi nhanh (Quick Response Flow) khi c6 dau
hiéu hoc sinh bi 161 kéo, de doa hoac c6 hanh vi bat thuong trén mang:
Buac 1: Giao vién/Phu huynh phat hién tin hiéu nguy co.
Buac 2: B4o céo qua kénh lién lac chinh thac.
Budc 3: Ban diéu phdi phan loai, chuyén xtr Iy cho co quan hoic ca nhan phu
trach.
Budc 4: Ghi nhan két qua va phan hdi trong 24 gio.
* Giai doan 3: T6 chirc hoat ddng twong tac da kénh
- Mdi thang t6 chuc 1 chuyén dé truc tuyén hoic toa dam véi phu huynh, c6 su
tham gia caa dai dién cong an, chuyén gia tam ly hoac chuyén gia bao mat. Két
hop voi doan thé, té dan phd, thw vién, trung tAm vin hoéa dé lan téa thong tin
vé k¥ niang phong tranh bat coc online ra cong dong.
* Giai doan 4: Danh gia, duy tri va nhan rong

Panh gia hiéu qua thdng qua: ti Ié twong tac, phan hoi caa phu huynh va
hoc sinh trén kénh s6. S6 luong tinh hudng duoc xu 1y kip thoi. Duy tri hoat dong
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kénh bang lich ding bai dinh ky, doi ngii quan trj luan phién, va lién két véi ban
Van hoa xa hoi cua phuong, doan thé dia phuong dé€ nhén rong mo hinh.

Kinh g&ri cac bac phu huynh
tai liéu truyén théng vé bat
coc online!

@ 09:10 10/11/2025

TRUONG THCS QUANG TRUNG

HAY CANH GIAC v

BAT C('IG‘PNI.INE

HOat dong tuong tac tai truo'ng hoc
c. Két qua: Hoc sinh hinh thanh dugc nhan thire ding va ky ning ung xir thong
minh trén khong gian mang, biét phan bi¢t hanh vi nguy hiém va chu dong
phong tranh. Phu huynh hiéu ré hon vé nguy co bit coc online, biét cach dong
hanh, giam sat con khoa hoc va than thién. Giéo vién cé cong cu két ndi —
tuyén truyén — can thiép hiéu qua, giam ganh nang quan ly riéng I¢é.

Tang cuong lién két 3 lwe lwong gido duc (nha truong — gia dinh — x& hoi)
theo dng dinh huéng gio duc toan dién. M6 hinh c6 thé nhan réng cho nhiéu
truong, nhiéu dia phuong khac véi chi phi thap, d& duy tri, pht hop ky nguyén
chuyén doi sb.

I1l. THU'C HIEN: THU THAP, PHAN TiCH VA GIAI THICH DU LIEU
1. Két qua dat dwoc sau thuc nghiém cac giai phap

Sau khi trién khai cac bién phap gido duc, nhdm thyuc hién di tién hanh
khao sat lai dé danh gia hiéu qua vé mat nhan thic, Ky niang tng pho, va thay doi
hanh vi cua hoc sinh.

Pwong link khao sat HS:
https://docs.google.com/forms/d/e/IFAIpQLScwIJiWQoUjof7sXIFI--
MO4v_UBDTKENUI7ra5IDXpGY8G6g/viewform

1.1. Két qua khao sat nhan thire (trwéc va sau ap dung)

Ni dung khao st Trwéc ap dung| Sau ap dung

(%) (%0)
Biét rd cac hanh vi du do, chiéu tro lira dao trén 37% 88%
mang
Nhan thire dugc hau qua nghiém trong khi chia 42% 91%

sé thong tin ca nhan

Biét cach chian va bao cao ngudi la dang ngd 28% 85%

Phan biét dugc ban bé an toan va tai khoan mao

0 0
danh, ltra dao 34% 8204
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So sanh két qua khao sat nhan thic vé an toan khi két ban online

100
Trudc ap dung (%)

s Sau ap dung (%)

80

60 4

Ty 1€ (%)

201

Két qua khao st cho thay su ting truong vuot bac vé nhan thirc va ki ning
xt Iy tinh hudng online sau khi trién khai hoat d6ng gi4o duc canh bao nguy co
trén mang: kha niang nhan biét hanh vi du dd tang tir 37% |én 88%, cho thay hoc
sinh d4 nhan dién rd hon cac dau hiéu bat thuong khi két ban online. Nhan thic
hau qua chia sé thong tin ca nhan dugc nang cao ro rét, tir 42% 1én 91%. Ky nang
Xtr Iy nhu chan va bao cao nguoi la dang ngo tang manh tir 28% Ién 85%, phan
anh sy tu tin va chu dong hon cua hoc sinh. Kha nang phan biét tai khoan that —
gia, an toan — nguy hiém tang tir 34% 1én 82%. Nhu vay, du an da dat hiéu qua rd
rét trong viéc nang cao nhan thic va trang bi k§ nang phong tranh rai ro trén
khong gian mang cho hoc sinh.

1.2. Két qua vé ky ning va phan wng trong tinh huéng

n . Trwéc 4p |Sau ap dung

Noi dung khao sat dung (%) (%)
Bigt cach xt ly khi bi nguoi la du do, ga gam qua 2504 29%
mang
Biet tim kle{m su ho tro tir nguoi thén, giao vién, 40% 86%
co quan chirc nang
qu kha, nang xay du,ng noi dung tuyén truyén dé 15% 24%
canh bao ban bé khac
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s So sanh nhan thirc va k¥ nang trudc va sau khi ap dung sang kién

B Trudc ap dung
mmm Sau ap dung

86%

Ty lé hoc sinh (%)

Két qua khdo sat cho théy du 4n da mang lai hi¢u qua ro rét trong viéc nang
cao nhan thuc va k§ nang phong v¢ trén moi truong mang cho hoc sinh. Ty 1€ hoc
sinh biét cach xir Iy khi bi du dd, ga gdm online ting tir 25% 18n 79%, thé hién sy
tién bo rd vé k¥ ning tmg phé. S hoc sinh biét tim kiém su hd tro tir ngudi than,
gido vién hodc co quan chirc ning ting tir 40% 1én 86%, cho thay théi quen tng
xUr an toan hon. Pac biét, ty 1€ hoc sinh c6 kha nang ty xay dung ndi dung tuyén
truyén canh bao ban bé ting manh tir 15% lén 74%, ching minh cac em khong
chi ndm kién thirc ma con biét lan téa thong diép tich cuc.

Nhu vay, sau qua trinh thuc nghiém, du an da gitp hoc sinh hinh thanh y
thirc, k§ nang va thai d§ ding din trong viéc ty bao vé ban than trén khong gian
mang, dong thoi tao nén tang cho moi truong hec duwdng an toan sd, noi hoc
sinh tré thanh “tuyén truyén vién nho tudi” trong cong tac phong chéng toi pham
mang hoc duong.

2. Panh gia, két luan khoa hoc vé cau héi nghién ctru, van dé nghién ciu, y
nghia cua dy an
2.1. Cau héi nghién cwu

Cau hoi nghién ctu phl‘J hop, c6 gia tri khoa hoc va thuc tién, dong vai tro
kim chi nam cho toan b qua trinh trién khai, dinh huéng viée xay dung giai phap
mang tinh thuc tién, sang tao va kha thi, dap ung tét muc tiéu nghién ctu caa dé
tai.

2.2. Van dé nghién ciu

Vin dé nghién ctru duoc xac dinh rd rang, gan lién giira khoa hoc gido duc
va an toan cdng nghé théng tin, thé hién rd tinh thai sy, phd hop véi bdi canh xa
hoi hién nay. Dy an c6 gop phan giai quyét mot van dé x& hoi cé ¥ nghia: gido
duc nang luc ty bao vé ban than cho hoc sinh trong moi truong mang. Pay la mot
van dé nghién ctru méi, thiét thure va c6 y nghia xa hdi, phi hop véi dinh huéng
d6i méi gido duc toan dién va muc tiéu hinh thanh céng dan sé an toan, cé trach
nhi¢m.
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2.3. 'Y nghia cia du &n

Ve kinh té: du &n c6 chi phi tricn khai thap, chi yéu tan dung nguon luc
san ¢6 cua nha trudng va cong ngh¢ mién phi. Tuy vay, hiéu qua mang lai cao khi
glup hoc sinh hinh thanh k§ ning sé va ning luc tu bao vé, gop phan giam thiéu
cac thiét hai vat chat do toi pham cong ngh¢ gay ra. Dy an con tao tién dé dé xay
dung cac mé hinh glao duc sb tiét kiém, bén viing va dé nhan rong.

vé x4 hgi: du an gop phan hang cao nhén thuc cua hoc sinh, phu huynh va
gi4o vién vé an toan mang, tao su gan két chit ché giira nha trweong — gia dinh —
cong dong trong viéc bao vé tré em trén khéng gian mang. Tur do, hinh thanh
mang ludi tuy@n truyén vién nho tudi, lan téa y thirc phong tranh bét coc online,
xay dung moi truong mang lanh manh, nhan van va an toan cho hoc sinh.

Vé gido duc: dy an d3 d6i moi phuong phap day hoc theo hudng trai
nghiém va tich hop lién mon gitra Tin hoc, Giao duc cong dan va Hoat dong trai
nghiém. Hoc sinh khdng chi dugc trang bi kién thirc va k¥ ning s6 ma con phat
trién ning lue tw duy phan bién, hgp tac, giao tiép va &ng Xir vin minh trong
moi truong mang, phat trién pham chit va ning lwc toan dién cho hoc sinh,
nang cao chat lweng gido duc toan dién, hudng tai hinh thanh cong dan sé ban
linh, tu tin va co trach nhiém trong thoi dai cong ngh¢ 4.0 dong thoi gop phan doi
mé6i phwong phap day hoc, chuyén tir truyén thu kién thirc mot chiéu sang rén
luyén ki nang, hinh thanh hanh vi, thai d6 tich cyc, phu hop vdi dinh hudng giao
duc phat trién nang luc cua chuwong trinh GDPT 2018.

Véi ¥ nghia sau sac trén cac phuong dién kinh té — x& hdi — gido duc, du
an c6 gia tri thuc tidn cao va ¢ thé mé rong, nhan réng trong hé thong giao
duc phé théng, hudng téi muc tiéu phat trién con ngudi Viét Nam toan dién
trong ky nguyén 4.0.
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