UBND QUAN DUGNG KINH CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG GIAO DUC VA PAO TAO Doc 1ap - Tw do - Hanh phuc

S6:1331 /GDDT Duong Kinh, ngay 02 thang 01 nam 2025

VIV tang cuong cong tac bao dam an
toan thdng tin mang trong dip Tét
Nguyén Pan (At Ty) va L& ky niém 95
nam thanh 1ap Pang Cong san Viét Nam

Kinh gui:
- Hiéu truong céac trudng Mam non (cong lap, ngoai cong 1ap);
Chu cac nhom 16p tu thue, doc lap trong quan;
- Hiéu truong céc truong Tiéu hoc, THCS trong quan;
- Hiéu trudng truong TH&THCS Tan Thanh;
- Hiéu truong truong TH-THCS&THPT: Dewey; Alpha HP.

Nham phong, chong nguy co mat an toan thong tin trén mang internet xay ra
trong thoi gian huéng téi dip Tét Nguyén Ban (At Ty) va L& ky niém 95 nam thanh
lap Bang Cong san Viét Nam (03/02/1930 - 03/02/2025). Bang va Nha nudc dang
khan truong, gap rat thuc hién nhiéu chi truong 16n dé dua dat nudc manh mé tién
vao Ky nguyén méi - Ky nguyén vuon minh ctia dan toc. Day chinh 1a thoi diém céc
thé lyc thu dich loi dung nham tan cong cac hé théng thdng tin, hé théng thong tin
quan trong; dua ra luan diéu xuyén tac, chéng phé chinh sach cua Bang va Nha nuéc
trén khong gian mang;

Can clr Cong van s6 29/SGDPT- VP ngay 02/01/2025 cua S¢ Giao duc va bao
tao thanh phd Hai Phong, Cong van s6 05/PVHTT ngay 03/01/2025 ciia Phong Vin
hoa va Thang tin quan vé viéc tang cudng cong tac bao dam an toan thdng tin mang
huéng téi dip Tét Nguyén Dan At Ty va L& Ky niém 95 nam thanh 1ap Pang Cong

san Viét Nam;

Phong Gi4o duc va Dao tao quan dé nghi cac truong Mam non (cdng 1ap, ngoai
cong 1ap), Chu cac nhom 16p doc lap, tu thuc; cac truong Tiéu hoc, THCS trong
quan, truong TH&THCS Tan Thanh va cac truong TH, THCS&THPT Dewey,
Alpha Hai Phong tang cuong cong tac bao dam an toan an ninh mang, an toan thong
tin trén mang internet hudng téi dip Tét Nguyén Pan (At Ty) va L& ky niém 95 nam
thanh 1ap Pang Cong san Viét Nam; cu thé nhu sau:

1. T6 chirc cac hoat dong tuyén truyén, nang cao nhan thic ki ning co ban vé
an toan théng tin mang; nhan biét, canh giac trudc thdng tin xau doc, tin gia, théng
tin xuyén tac, chong pha, chinh sach ciia Pang va Nha nudc; phong, chong lira dao
trén khdng gian mang cho toan thé can b, gido vién, nhan vién, hoc sinh va nguoi
lao dong trong co quan, don vi, nha truong.

2. Tb chirc ra soat cac hé thong thdng tin, bao dam céc hé thdng thong tin duoc
trién khai day du cac bién phap bao vé theo cip do an toan. Cha dong ra soéat, xir Iy,
trién khai céc giai phap nham khéc phuc triét dé cac 16 hdng an toan théng tin mang,
dic biét 1a cac 16 hong dd dugce So Thdng tin va Truyén thdng canh bao va chu dong
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thuc hién sin ling mdi nguy hai tiém an trong hé théng hodc tai dia chi
https://khonggianmang.vn/canhbaoattt nén tang Dleu phdi xur 1y su ¢6 an toan thdng
tin mang qUOc gia (IRlab.vn) va tir cac co quan, t6 chic lién quan cung Cap

3. Khuyén khich cac don vi bé tri lyc lugng tai chd truc giam sat, ho trg, tng
ctru va khic phuc sy ¢ an toan thdng tin mang 24/7; chu dong theo ddi thuong
xuyen, lién tuc cac h¢ thdng giam sat an toan théng tin tap trung, hé théng phong,
chéng ma doc tap trung dam bao xt ly, khic phuc kip thoi tin cdng mang, canh bao
ma doc duoc xac minh.

4. Chi dao ra soét, kiém tra va boc g& cac phan mém doc hai cho toan bo may
cha, may tram trong hé théng mang. Trong do, can uu tién cac hé thong tin c6 dia
chi IP nam trong Danh sach IP mang Botnet dugc S6 GDPT, S& TT&TT canh bao
hang thang hodc dot xuat.

5. Khi gap su ¢o hoac ¢6 van dé phat sinh, can hd tro xit 1y, dé ngh lién hé ngay
véi S¢ Thong tin va Truyen thong, Bo Thong tin va Truyén thong (Cuc An toan
thong tin) qua cac dau mdi sau day:

- Phong An toan hé thong thong tin: Sb dién thoai truc duong day nong hd
tro tong thé cac giai phap an toan thong tin 0888133359, gui thong tin can hd trg
qua thu dién tur athttt@mic.gov.vn.

- Trung tam Ung ctru khan Cap khong gian mang Viét Nam (VNCERT/CC): So
dién thoai (024)36404421 hoic so dién thoai truc duong day nong tng cau sy ¢6
0869100317, email: ir@vncert.vn.

- Trung tdm Gidm sat an toan khdng gian mang qudc gia (NCSC): Sé dién
thoai: (024)32091616 hoic sé dién thoai truc duong day néng hd trg giam sét, canh
bao sém 0336666905, thu dién ta: ais@mic.gov.vn.

- S¢ Thdng tin va Truyén thong: Lién hé Ong Nguyén Pong Huy (Phé Giam
dbc Trung tdm Thdng tin va Truyén théng, qua s6 dién thoai 0984.462472).

Nhan dugc Cong van, Truong phong Gido duc va bao tao quan yéu cau Hiéu
trudng cac trudong Mam non (cong 1ap, ngoai cong 1ap), Chu cac nhoém 16p doc lap,
tu thuc; cac truong Tiéu hoc, THCS trong quan, TH&THCS Tan Thanh va cac
truong TH, THCS&THPT Dewey, Alpha Hai Phong nghiém tuc trién khai thyc hién.

Trong qua trinh trién khai thuc hién néu gip khé khin vudng mic, vui 1ong lién
hé kip tho1 vé Phong Giao dyc va Dao tao (qua d/c Dao Van Sy, SDT: 0904343118)
dé duoc hudng dan giai quyét.

Noinhgn: TRUONG PHONG
- S GD&DT (dé blc); 9 ARG

- PCT UBND quan (NTN) (dé b/c); 2 %

- Phong VH&TT quan (dé p/h); FHONGD

- Nhu trén (dé t/h); A0 oo

- Luu: GD&DT. DA
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