POAN XA NGUYEN BINH KHIEM POAN TNCS HO CHI MINH

POAN TRUONG THPT NGUYEN BINH KHIEM

* % %
S6: 01 -CV/BDTN Xa Nguyén Binh Khiém, ngay 08 thang 9 nam 2025

“V/v tang cuong bao dam an toan, an ninh mang
trong hoat dong cua Poan vién, thanh nién”

Kinh gui: - Gido vién chu nhi¢m cac 16p;
- Céc Chi doan tryc thudc Poan truong THPT Nguyén Binh Khiém

Thyc hién Cong van s6 6101 /SGDDT-VP ngay 29 thang 8 nim 2025 cta S¢ Gido duc va
Dao tao Hai Phong ve viéc ting cudong bao dam an toan, an ninh mang tai cac co sé gido duc, nham
chu dong phong ngtra nguy co tn cong mang, 1 lot dir li¢u, gidn doan h¢ théng thong tin cua
nganh giao duc, déng thoi gop phﬁn giir viing an toan thong tin trong cac dip 1&, sy kién chinh tri,
xa hoi quan trong cta thanh phd. Ban Chéap hanh Poan truong dé nghi cac Chi doan tryc thude
nghiém tuc trién khai mot sé noi dung sau:

1. Téng cwdng cong tac tuyén truyeén, gido duc

Céc Chi doan can chu dong, tich cuc ting cudng tuyén truyén, gido duc, nang cao nhan
thire cho toan thé doan vién, thanh nién va hoc sinh vé trach nhiém bao dam an toan thong tin trén
khong gian mang. Dac biét, can nang cao tinh than canh giac trudce cac thu doan lgi dung mang xa
hoi dé phat tan thong tin x4u doc, 16i kéo, kich dong, gay méat doan két hodc c6 hanh vi vi pham
phap luat.

2. Nang cao ¥ thirc bao mit va phong ngira s ¢ trong cac hoat dong truc tuyén
Béao mat thong tin ca nhan va tai khoan: Poan vién, thanh nién chu dong kiém tra, thay ddi mat
khéu dinh ky cho cac tai khoan truc tuyén (email, mang xa hdi, rng dung hoc tap, v.v.) va ap dung
xac thuc hai yéu t§ (2FA) dé ting cuong bao mat: ( 2FA (Two-Factor Authentication)) 1a mot 16p
bao mat bd sung, yéu ciu ngudi dung cung cip hai yéu té x4c thuc khac nhau dé dang nhap vao tai
khoan, thay vi chi dung mat khau théng thudng. Yéu td thir nhit thudng 13 thi ban biét (mat khau)
va yéu t6 thir hai 1a tha ban ¢ (vi du: dién thoai nhan ma OTP, ing dung xac thuc, token vat ly)
hoac thiur ban la (déu van tay, quét khuén mat).

Tuyét d6i khong chia sé thong tin ca nhan, tai khoan cho ngudi khac hodc truy cdp vao
cac lién két la, khong dang tin cay.

3. Kiém soat ndi dung va hoat dong truc tuyén

D41 voi cac hoat dong tuyén truyén, thong tin trén cac nén tang s6 (trang mang xa hoi cua
Chi doan, nhom chat, zalo, cac man hinh LED, LCD, pano s6, 4p phich dién tir): Can kiém soat
chit ché nodi dung dang tai, dam bao tuan thii quy dinh phap luat va thuan phong my tuc.



Han ché t6i da truy cap cac website, img dung khong rd ngudn gde, nghi ngd chira ma doc.
Can trong voi cac dudng link la, email Lira dao truc tuyén.

Kiém soat chat ch€ vi¢c cai dat, st dung phan mém trén cac thi€t bi phuc vu hoat dong ctia
Chi doan, chi cai dit cac phadn mém can thiét va c6 ngudn gde 13 rang.

Sao luu va bao vé dir liéu: Nang cao y thirc sao luu dit li€u quan trong cua ca nhan va cac
hoat dong cuia Chi doan mot cach dinh ky dé phong tranh 10 lot thong tin.

4. Phéi hop, xir Iy kip thoi cac tinh hudng phat sinh

Khi phat hién cac dau hiéu bat thuong lién quan dén an toan thong tin mang (nhu nghi ngo
bi tAn cong mang, ma ddc, mét dit li€u,...) hodc céac hanh vi loi dung mang xa héi dé 161 kéo, du dd,
kich dong doan vién, thanh nién, hoc sinh, ban can sy Chi doan can bao cdo ngay lap tirc cho thﬁy
¢6 gidao chii nhiém hoic bao cdo vé Vin phong Poan truomg dé dugc huéng dan xu 1y kip thoi.
Trong truong hop khan cap; Ban Chap hanh Poan trudng s& phdi hop véi co quan chirc ning dé
duoc ho tro.

Pé nghi cac Chi doan nghiém tac trién khai thuc hién cac ndi dung trén nham goép phan bao
dam an toan, an ninh mang cho cac hoat dong ctia Chi doan, nha trudong va cac su ki¢n chinh tri, xa

hoi quan trong, cac ngay 1& 16n cia dat nude. Tran trong!

Noi nhén: TM. BAN CHAP HANH POAN TRUONG
- Nhu trén; Bi THU
- Ban Giam hiéu (dé bdo cdo); ( Pa ky)

- Luu: VP Doan truong.

Pao Xuan Tuan



