BO CONG AN CONG HOA XA HQI CHU NGHIA VIET NAM

CONG AN TP HAI PHONG Poc lap - Tu do - Hanh phiic
S6:2265/C AHP-ANM Hdi Phong, ngayl 7 thang 02 nam 2026
V/v théng bao tinh hinh an toan, an
ninh mang thang 02/2026
Kinh gui:

- Céc co quan Pang thanh phd;

- Céc co quan Trung uong dong tai dia phuong;
- Céc S0, ban, nganh;

- UBND céc xa, phuong, dac khu;

- Céc don vi su nghiép Thanh phé;

- Céc t6 chuc chinh tri, x& hoi, doanh nghiép.

Thuc hién nhiém vu quan ly nha nudc vé an toan, an ninh mang trén dia
ban thanh phé Cong an thanh phé Hai Phong théng bao vé tinh hinh an ninh
mang va két qua hoat dong cua cong tdc gidm sat an ninh mang trong thang
02/2026 nhu sau:

- Bo Cong an khuyén cdo ngudi dan vé tinh trang t6i pham lira dao truc
tuyén loi dung dip Tét Nguyén dan Binh Ngo 2026 va cac 1& hoi ddu nam, st
dung cac phwong thirc pham t6i phd bién nhu gia mao Fanpage, khach du lich dat
tour,... dé lira ddo chiém doat tai san, dir liéu c4 nhan. Nguoi dén can nang cao
canh giac va thuc hién cac bién phap phong ngira, tir viéc kiém tra ngudn g thu,
khoéng chia sé théng tin nhay cam den viéc uu tién ding cac nén tang uy tin va
bdo cao khi phét hién dau hiéu nghi van Khi nghi ng¢ hodc tr¢ thanh nan nhén,
can bao cdo Vi co quan cong an noi gan nhat dé duoc hd tro va xu ly.

- Ngay 13/02/2026, Coéng TTPT B6 Cong an da cong b dur thao Nghi dinh
quy dinh mét s6 bién phap trong phong, chéng vi pham phép luat vé tin gia, tin
sai sy that; thAm quyén, trach nhiém cia cac BY, Co quan ngang B, co quan
thuéc Chinh phu Uy ban nhan dén céc cap, c4 nhan, t6 chuc c6 lién quan trong
phong, chéng vi pham phap lut vé tin gia, tin sai sur that.

- Céc nha phat trién cua thu vién Django (framework xdy dung web bang
ngon ngit python) da phat hanh ban cdp nhit bao mit va sau 16 héng bao mat
nghiém trong, ndi bat 1a ba 16 héng SQL Injection c6 muc d cao c6 the cho
phép tin tdc thuc thi cdu 1énh SQL tly y, déng thdi ngan chin cac cude tAn cong
DDos va ro ri dit liéu. Ban va clng nang cao an toan cho cc ing dung web véi
viéc ting cuong kha nang chong tn cong va quan ly tai nguyén.

- Trong thang 02/2026, céc cong ty an ninh mang d3 cong bd céac 16 héng
bao mat sau:

+ L6 hong CVE-2026-22709 trong thu vién vm2 cia Node.js cho phép tin
tac thoat khoi sandbox cta trinh duyét va thuc thi ma tuy y. Nguyén nhan 1a do
cach xir ly Promise khéng dung cua thu vién vm2, dic biét gilta céc trinh xir ly
Promises asyncronous. Day 1a 16 hong nghiém trong (CVSS 9.8 - Critical), cho
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phép tin tic vuot qua co ché bao mat ctia trinh duy€t va giri ma thuc thi trén méy
chu cia nan nhén.

+ L3 hdng zero- day CVE-2026-21509 méi ctia Microsoft Office cho phép
vuot qua cac bién phép bao mat tich hgp, cho pheép tin téc thuc thi m3 tir xa trén
may tinh ctia nan nhan khi ho m¢ file Office. L6 hong nay dang dugc tin tac sir
dung dé tin cong ngoai thuc té, va ngudi dung Office 2016/2019 dang roi vao
mire rii ro cao, trong khi Office 2021 try 1én dugc cap nhat tu dong nhung can
khoi dong lai ung dung @ c6 hiéu luc.

+ L5 héng gan ma CVE-2026-2441, thuéc nhém Use-After-Free trong
thanh phan xr ly CSS cta Chrome, 1a 15 hong bdo mat zeroday nghiém trong
dau tién trong nam 2026 dugc Google xac nhén d4 bi khai thac ngoai thuc té. Vé
ban chat k¥ thuat, 18i trén xay ra khi mét vung b6 nh¢ da dugce giai phong nhung
van t1ep tuc bi truy cép, tao didu kién cho ké tdn cong thao tung bd nhé va thay
doi ludng thue thi chuong trinh.

+ Ban cap nhat Chrome 144 v4 hai 156 hong bao mat nghiém trong lién
quan dén trinh duyét J avaScript V8 (CVE-2026-1862) va thu vién codec video
libvpx (CVE-2026-1861) c6 thé cho phép tin tic thuc thi ma tuy y hoac lam séap
hé thong khi khai thac thanh cong. Nguoi dung nén cép nhit ngay dé bao vé
may tinh ca nhéan.

+L& héng zero day CVE-2026-20841 xuét hién trén ung dung Notepad
cua Windows 11 khi ing dung nay dugc tich hop tinh ning Al, cho pheép tin téc
thuc thi ma ddc tir xa sau khi nguoi ding mé t€p van ban chia lién két doc hai,
khién ngudi dung cé nguy co bi tin cong tir xa chi v&i mot cti nhap chuét.

- Trong thang 02/2026, Hé thong quan ly ma doc tap trung cta thanh phd
da phat hién 517 thiét bi thudc 71 to chuc trén dia ban thanh phd Hai Phong cé
nguy co mét an toan thong tin, véi téng cong 941 m01 de doa tir ma ddc, link gia
mao, 7970 file doc hai. Qua cong tac quan ly va nam tinh hinh, Cong an thanh
pho chua phét hién tinh trang mat an ninh mang, an toan thong tin d6i véi cac hé
théng thong tin trén dia ban thanh phd.

Céng an thanh phé Hai Phong dé nghi cdc so, ban, nganh, t6 chirc trén dia
ban thanh pho chu dong cép nhat va ning cap gidi phip vé béo dam an toan, an
ninh mang d6i voi hé thong thong tin. Qua trinh thuc hién néu cé khé khan,
vuéng mic dé nghi lién hé vé Céng an thanh phé (Qua Phong An ninh mang va
phong chéng t6i pham sir dung céng nghé cao; dia chi. S6 55 Bén Binh, Hong
Bang, Hai Phong; SDT: 069.278.5415) ¢ duoc hudng dan, hd tro./. 0
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DANH SACH CAC PON VI NHAN VAN BAN
(Théng bdo s6 2L65  /CAHP-ANM ngay)7/02/2026
cua Cong an thanh pho)

1. Don vi nhan van ban dién ti

STT TEN PON VI

Khoi cic co quan chinh quyén thanh pho

k: Vin phong Doan dai biéu Qudc hdi va Hoi déng nhan dan thanh phd

¥, Vin phong Uy ban nhan dan thanh phé

S& Cong Thuong

S¢ Gido duc va Dao tao

S¢ Xay dung

S& Tai chinh

S& Khoa hoc va Cong nghé

S& Noi vu

s il i 0 Rl o g

S& Ngoai vu

10. | Sé Vin hoa, Thé thao va Du lich

11. | S6 Nong nghiép va Moi truong

12. | S& Tu phap

13. |So Y té

14. | Ban Quan ly Khu kinh té

15. | Thanh tra thanh phd

16. | UBND cdc x4, phudng, déc khu (114 xa phuong)

Khoi cac co quan Trung wong déng trén dia ban thanh phé

1. | Bao hiém x4 hoi thanh phé Hai Phong

Bo Chi huy Quan sy thanh phd

2
3 Ngéan hang nha nudc Khu vuc 6
4. | Thué thanh phé Hai Phong




Chi cuc Hai quan khu vuc II1

Théng ké thanh phé Hai Phong

Thi hanh 4n dén su thanh phd Hai Phong

Tda 4n nhan dan thanh phd

5
6
7
8
9

Kho bac Nha nudc khu vue 111

Khdi céc co quan Pang thanh phd

k.

Vian phong Thanh uy

Ban Néi chinh Thanh uy

Ban Tuyén gido va Dan van Thanh uy

Ban T6 chtrc Thanh ty

Uy ban kiém tra Thanh ay

Dang Uy cac co quan Pang thanh phd

Pang iy Uy ban nhan dén thanh phé

2
3
4
3
6
7
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Béo va phat thanh, truyén hinh Hai Phong

Khoi céc don vi su nghiép thuéc Uy ban nhan dan thanh phd

|

Vuon Quéce gia Cat Ba

Truong Dai hoc Hai Phong

Trudng Cao dang K§ thuat Hai Phong

Truong Cao dang Y té Hai Phong

al B W

Truong Cao dang Kinh té Hai Phong

To chuc

chinh tri, xa hoi

l.

Uy ban Mit tran T quéc Viét Nam thanh phé

Lién doan Lao dong thanh phd

Doan Thanh nién Cong san H6 Chi Minh thanh phé

Hoi Nong dan thanh phd
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3
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Hoi Cuu chién binh thanh phd




6. | Hoi Lién hiép Phu nit thanh phd
7. | Lién minh Hop tac xa thanh phé
8. | Lién hiép cac Hoi Khoa hoc va K§ thuat thanh phd
9. | Hoi Chit thap do6 thanh phd
2. Don vi nhan ban cirng
) C?)ng ty TNHH MTV dif%n luc Hai Phong
; S6 9 Tran Hung Dao, Hong Bang, Hai Phong
) Céng‘héng khong qudc té Cat Bi ,
> Lé Hong Phong, Phuong Hai An, Thanh pho Hai Phong
3 Cf“)ng ty ¢o phan cap nude Héi Phong
: SO 54 Dinh Tién Hoang, Hong Bang, Hai Phong
4 C?)ng ty cb phén‘Céng Hai Phong :
: S6 8A duong Tran Phu, Phuong Ngé Quyén, Hai Phong
5 Viettel Hai Phong ‘
3 Toa Nha Viettel, D. Lé Hong Phong, Hai An, Hai Phong
Vién thong Hai Phong
6. | L6 C6 Khu Trung tdm hanh chinh quan Hai An, duong Lé Hong
Ph, Hai An, Hai Phong
; M kiém sat nhan dén thanh phé
: Lé Hong Phong, Hai An, Hai Phong
g Truong Dz{i hoc Y Dugc Hai Phong
: 72A Nguyén Binh Khiém, Gia Vién, Hai Phong
9 MobiF(‘)ne Hai Phong ‘
; 4 P. Tran Hung Dao, Hong Bang, Hai Phong
Cong ty Co6 phan CMC Hai Phong
10. | Toa nha TD Business Center, L6 20A Lé Hong Phong, Gia Vién,
Hai Phong
11 | Chi Nhanh Hai Phong - Céng ty C6 phan Vién Thong FPT
~ | Thira dats6 1, 2020 t6 19, Lé Chan, Hai Phong
12 Dai hoc Hang hai Viét Nam
" | 484 Lach Tray, Hai Phong
13. | Dai hoc Hai Duong
14. | Pai hoc k¥ thuat y t& Hai Duong
15. | Cao dang nghé Hai Duong
16. | Cao ding dugc Trung wong Hai Duong




