UBND THANH PHO HAIPHONG  CONG HOA XA HOI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Péc 1ap - Tw do — Hanh phiic

S6:1173SGDDT-VP Hai Phong, ngay 03 thang3 ndam 2026
V/v thong bao tinh hinh an toan,
an ninh mang thang 2/2026

Kinh gir:

- Uy ban nhan dan xa, phuong, dac khu;
- Céc co s6 giao duc.

Thuc hién chirc ning quan 1y nha nude vé gido duc va dao tao; cin ctt Thong
bao s6 2265/CAHP-ANM ngay 27/02/2026 ciia Céng an thanh ph Hai Phong vé
viéc thong béo tinh hinh an toan, an ninh mang trén dia ban thanh pho trong thang
02/2026, S& Giao duc va Dao tao dé nghi cac don vi nghiém tuc trién khai mot sd
noi dung sau:

1. Cong tic quan triét, tuyén truyén
- To chirc quan triét ndi dung Thong bao s6 2265/CAHP-ANM dén toan thé

can bd quan 1y, gido vién, nhan vién, hoc sinh (sinh vién) phu hop vai tirng cap
hoc.

- Tang cudng tuyén truyén, canh bao vé tinh trang lira dao truc tuyén gia
tang, dac bi€t 1a cac hinh thirc mao danh fanpage, tour du lich, dich vu su kién dip
dau nim dé chiém doat tai san va dir liéu ca nhan.

- Nang cao nhén thirc vé cac nguy co mat an toan thong tin tir 156 hong bao
mat nghi€m trong dugc co quan chirc nang canh bao trong thang 02/2026.

2. Ra soat, bao dam an toan hé thong thong tin

- Ra soat toan bo hé thong cong nghé thong tin ciia don vi (trang/cong thong
tin dién tir, phan mém quan 1y nha trudng, co s dir liéu nganh, hé thong email
cong vu...).

- Khan truong cap nhat cac ban va bao mat ddi v6i hé diéu hanh Windows,
Microsoft Office, trinh duyét Chrome va cac phan mém lién quan; dic biét luu ¥
cac 16 hong nghiém trong nhur:

+ L hong trong thu vién vim2 ctia Node.js (CVE-2026-22709);

+ L hong zero-day trong Microsoft Office (CVE-2026-21509);

+ Céac 16 hong bao mat trong Chrome (CVE-2026-2441 va cac 16 hong lién
quan JavaScript V8, libvpx);
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+ Ld héng trong tmg dung Notepad tich hop Al trén Windows 11 (CVE-
2026-20841).

- Kiém tra, cdu hinh lai cac bién phap bao mat: tudng lira, phdn mém phong
chéng ma doc, hé thong sao luu di lidu.

3. Tang cwong quan ly tai khoan va dir li¢u

- Thuc hién nghiém viéc quan 1y tai khoan truy cap hé thong; dinh ky thay
d6i mat khau, str dung mat khau manh va kich hoat xac thuc nhiéu 16p (MFA) doi
voi tai khoan quan tri.

- Khong cai dat phan mém, tién ich md rong khong rd ngudn gde; kiém soat
chdt ché quyén truy cdp hé thong.

- B4o dam an toan di li¢u ca nhan cua can b9, gido vién, hoc sinh theo quy
dinh cta phéap luat; khong cung cap thong tin, ma xac thuc (OTP), tai khoan cho
bén thir ba.

- Thue hién sao luu dit lidu dinh ky dé phong ngira su ¢b tan cong ma doc,
ma hoa dir liéu.

4. Cong tac phdi hop va bio cao

Trong qua trinh thyc hién, néu c6 kho khan, vuong mic, trinh bao cac don vi
co thé lién hé:

Cong an thanh phé Hai Phong: Phong An ninh mang va phong chdng toi
pham str dung cong nghé cao

+ Pia chi: S6 55 Bén Binh, Hong Bang, Hai Phong
+ Dién thoai: 069.278.5415

S& Gido duc va Dao tao Hai Phong tran trong thong béo./.

Noi nhgn: KT. GIAM POC
- Nhu trén; ;
- Luu: VT, VP.

Uong Minh Long
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